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@ BioPassport
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@ BioPassport

3.1.2 . DPHR OF2l E2{|0| A&

DPHR Ot =4 O| A (Marketplace)= DPHR AFE X7t AHA1Q| O| 2 Of|O|H &
QUL|C} SEHE A2 X}-= BioPassport H| O E{H| 0| A 0f| °| 2
CIO|HE =Sta, O|2{2t H|O|H &= H|0|H E 22 28 ot Z X & <0 XHof| Al
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@ BioPassport

3.2.1. 18 0|E‘|E|E(Ethereum M EX|| 1}
ADHC consensus &1 2|5

BioPassport H| E % 3= Ethereum2| A E.X|| I ¥ L|C}. BioPassportO| Al 2|= 72l
HIO|EHE X &SI, H2fE T Z T M acyclic directional hash chains with RLP(ADHCRLP,
=2t ek A Q1 U Rrip) QIS AHB S LICE 22|= A E A4t [ SHA3-512E8

AFESHLICH ADHC € 12| F 2 of2lj of Z &L LY.

T transaction i (i: 22| =M & A Hdl=
o, o, AP A ulbve| FA

o(T): RLPE At TS| A< H

H.: 3HH T(Trip|e)|_ 72l 77t =2t El BioPassport HIEY 32| E52 LIEHRHLICE.,
SHA(X): x2 271 8O 2 EH St SHA3-512

E(p,x): &2 7| pE AHE B x| &= 2k ¥ ZA(concatenation) 2=

Secret: A& At m2| 22 MY MEE B2 E HHF= Secret

Hr

)

*AFE A me| 27| AEf -
Ho = SHA(a,,(+)SHA(a(encrypted personal data))), NIL, NIL
*AHEXRFme| el o

H, = SHA(o (Transaction)(+)Hq(+)H,m). H,_:. E(py Hym)
(Hv<m>S =21 7](receiver) 2] DWE” -th 7ﬁEH°| SHA[ R LICE)

H = SHA(o (Transaction )(+)H_{(-)H ). Hnr E(Py Hyny)

MEHNC Hel S Sot0] 3dli~S Mot L L.
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@ BioPassport

3.2.1. 18 0|E‘|E|E(Ethereum M EX|| 1}

ADHC consensus &1 2|5

ADHCE E310] A2l 7|22 H| &2 A I E (acyclic graph) = &AL L},

AS Ah(validator)= HIERA MM E= RS2 452 = U=, Ol= 0| ¢
gnZ| 52§ SolLZE = = AsHH
InitTransaction 4 InitTransaction y(m.1) InitTransaction y,(m.1)

EncryptedData <
’ Dt o=

A A A

™

@ ; Transaction,, Hy(m) Transaction y(m.1)

Hn Hp
User User (V) User (W)

Transaction p4+ Transaction w(m1)
>

Hw(m-1)
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@ BioPassport

3.2.1. 7| 2: O| 2| S (Ethereum) Al E.X{| @1 1f

ADHC consensus 11 2|5

ArE5t0] 2= Ao AAEE EE(ordering)E
OFX| 5 A2l el sHA[(F=5d0|

EXtel S0 71§ MESHY ¥=stE SiAE 424 ol =oH0
[<)

O|2{st 2tM S HAS 2 BioPassport A 24|21 72 10074 0tCH O] 2 O{ & L|Ct 2HH
= 32 AU E M85 45 Z20E O|HE| 20| X &StH BioPassport=
AS KO A BioPassport E22 EASHLICH 10042 2ol CHet ASAt7t 92 8%
BioPassport A{ELA| Q1 A|AH XbA| L %£|F AU S =X 0 E42 TS
o L

ASAOA MEE0, Ctg A4S 220 O 2 d3A7F AL

Hefo| EotE E[Asto| 2[AA = OHESHA ASSH7| I8l XL (wallet)2 AFESHO &2
AS 2 THELICEH Wallet 2 BioPassport A{ 2| QIO A E2[ZE(triple)dt HEHE €= =+
Ao, oA CHE L2 F0 et He2H el SHA[Z7F F =t AAFRHLICE S{A|7F

2 5}CHH BioPassport wallet2 A EM| Q10| A StLt O 42| EE|EE F[StLL, €2
532 0|8l SHA|E =Rl = USLICEL 2 SHA| ZEE= 2= 7|2 AR/ E A EHS}H|
=0l =& A7t 5{7tE 7hs5d0ol o & &L Tt
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AFEXF7HQ HIOlH = H2otel NP0 M ELCHZ4 O|HH o] AL 24 o
ALEOl 2 = JAEHCH.LRE[= 712 HOIHE ¥zt = JEE 7|8 27|25
modified Elliptic Curve Diffie Hellman Key Exchange(%2|l= mECDHZ} &L
Y AYLICE mECDHE 7|E dd5t7| fIsHM AHEXt2| private key2t EELCH
secret (such as PIN, D§§PE MKH OOlEH). f2|= mECDHE AtE3t7| I Z0
A& Xt 7t private key(7H € |) ot CtE secret 2 CIHEXRO| MIESHCHH N E
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@ BioPassport

G mt2t0|E(p, a, b, Gn, h)2t = 7H2| 7| & p,=(d1,Q1), p,=(d,,Q,)0l L3l 22|= (x,y)=d,Q,OlILt (x.y)=-d,Q,&
Cl4tSH0] 37 secret xE 22 = JASLICH

xE & 717h 2 A YL/
ECR 7 7|8 AFE3tY L2 HIO[H dE #=2l5tH, d2{o 25 ENC, repn(p.ab.gnhpp,d2 ERE 5
Olﬁ|_| [}.'

A -

mECDH 7| /4

AfRI|-O| 7R 7| 4 pi=(d,,Q), p,=(d;Qy), B
p, = AEALS CFE secret ff/O/E/ /(fbV(B/oPcrssportAPl)_o/ 7| oA DfYBILICF py=(d;Q5)

2= O|O|H & BioPassportOfl A{ &gk I

1. Al-_gxl-f Euser = ENCmECDH(p'a’b’g'n'h'p1'p2'd)E |A‘—}‘_6_I- L| l:|- .
2. AEARbEyy = ENCrecpn(p.a,b,g.n.h,p;ps,Epeer) + JAEZE ECDHE =™ L L

ﬂJ|ﬂ.|
ne
mo

M= S5 M40 0242t HO|HE XY IEF. 2|3 AERIRE ME = OFER7EX 2 F X E
20 EprZENCmECDH(p'a'b'g’n'h’pZ'p3' wer)= MR

BioPassportOf Al &= G|O|E{ & AT j:
1. AMEAbE pt EE= p22] S7H 7| SHAIE S5t BioPassport25E HO|HE @8 2tL|Ct

2. BioPassport= &7l 7| SHA|S HAFSELL, 7| A0 2} Ebp1O|Lt Ebp2E ==& LICH
3. AFE8AHE Y= HIOIE & S =0t7| fI8l CHE secret 7| & M = A LICH
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@ BioPassport

3.2.2 ¥ MOl M%&

BioPassportE &3l AHEXt= BioPassport APIZ BioPassport A{ELX|QI0f 7HQl o=
HOHE 44 X MELLCL 0 82, MEE HOIH= ALEXHQ| private key2t

AMEXIS] mECDHE &%t secret datag SSHMT AM ZtsELLCE AFBAZL BE
F2 dAE 28 + UCH, HAtQ(tester) X EF Q2 F7t HIO|HE Al <|
MK oz 7[E0 HE 5 AgUCL dA/ES S EF/8A 21 ME 282
72} HIO|E{2 BioPassport A/EX| Q10| MEEL|Ct W2t K 3XH= HAb/ESO0|
2N LoiFtER HA =g 5+ ALt si= 7|7t g0l X HOIHE e =

£Q ru
>
I
=]
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3.2.2 ¥ MOl M%&

A22 X 3= dA/ES0| 2HZ2 LoRt=X] RS =g += AKX, o=
717t fle 22 2A HOIHE 8= =+ BlaLltbh 3 X9 QIE 7| =0

- r

g2ot7| floiM= AHEAERH 57t 2F00

= St
T =
EFH MdE 7|8 Q27|52 ZH=00| AMEst
X 7

(de-identification process)E T/ SHH mECDH ‘84
Y2 ot L|CHO[HO= O|O|H AF/Xte| 7|2 HO|H AH[XF 7| REE AL ELICH.

efA =8 oY IA| E3% 4= ASLICH

De-identified
E health record

> &=
- Request Personal
User Endorser Data permission health ——
(Person)/  Consumer - Consume data record Personal
test kit health
(computer) record2

(endorsed)

I
2 - = 4=
«
|
- Check health record

>
& endorse Store Encrypted Data
- Add test result to test

- Create health data s < 4 - Finalize transaction
- Request . 3 - Provide stored secret
test/endorsement é data (to be used with
- Permit data consumption user provided secret)
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@ BioPassport

3.2.3 DID, DPHR

BioPassport DID= ALEALE @[l 12| AF A HXZE AFESL|CH 24212 DID= HD
70| M mhdot 2= 7|2 &l E=ELICH S7l(public) 7| BioPassport A EX| Q0]
M EXE = 7= 2K gtELCh d2[0 £E(salt)7f Z&E S70 7|2 SHA3-
5127t DIDE A& A YL CE

DPHR= Xl 3XtOA XS Al, 2= BioPassport HIER A0 A "information transfer
transaction(ITT, & 0|5 Hal)"E MSSLCh AEX= HOH S+ 23 AFZ0M
7Hel 7| Z/HolHel EE8 EfAY £+ AL, 2ot F22 mECDHRF +=47|E
= HO|HE dAtg £+ JUsLth fel= ofz{g IHF

Msg = A0 B HolHe| B2, Ho[Ho| C|X|E
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4. BioPassport Ecosystem
@ BioPassport

4-1. Token Economy

= Chet & d

mjo

HA Lol E22 BioPassport Token(BIOT) L|CH EZ

E
of EAEN A2 EESHY @2 = JUSLICE ES2 YEAH QL E3E0| MSdt=
M A H|O|F E(staking poo|)01| *E—*.'(stack)%* AUSLICE
E

DPHR

Users input
health data
Consultants
—> rewarded wnh —~
tokens €
“—
Token withdrawal @ USErSEan 3 Token withdrawal
Exchange apply tokens towards =— [ Exchange
Purchase > @ telehealth services C°"Ssﬂzslztjs°ffe’ ¢ Purchase 9
O < on the exchange

onthe exchange 3, >
and deposit \" External withdrawal External withdrawal =~ and deposit
to the platform of tokenswhen applying of tokens when applying ? to the platform
for withdrawal for withdrawal
% to rewards
pool €31 (* For every purchase made by tokens,
a % allotted to rewards pool)
Principal payment Users earn *nmﬂ" Users earn £ Principal payment
atthe end tokens G2 Reward:Fool tokens atthe end
of staking of staking
T
% to rewards ) . .

Rewards as much as the staking-allocated interest % go into the pool,

pool

Consultants can

Users can stake «—
tokens - &g > ! stake tokens
Staking Pool

20

and the interest that users receive is paid from the reward pool



4. BioPassport Ecosystem

@ BioPassport

4-1. Token Econmy

4.1.1 Earning BIOT

BIOT E22 AFS AP AMEA 0 7|01 I = AER LHOIA CheFet Aloz Z3EDL
MR B4 O MBYLCH £ AL 2019 Z40|2 7|22 (He M

SHA| E|H, XI%’%*EE
H(10¥,302, 1002 &

o 0

A2 X}= BioPassport dAppS S8 S Z 0t CHUSH A S AR
LS 2 E Hs 3 ™OOES

|ZtE XS 24 HlS) BIOTE Al

ofm o
OF

IE

N

OH
m|5
=ls
30
>
— 4d
Inl

S AFE A= pDHR OS2 0| A0 XHA O 74Ol ol 2 HEE MSst= A0 st 1
OiO|E{ 7 A 77| 2 HEH, EAL M AAL SO|A HIO|HE EOf=ICHH O] IO = Y7H %2
BIOTE M| Z2tA |0, A| 222 BIOT= dAppOllA] EH01& 4= Q&L

o, At ol A S FESHA HElotA L 25 M, DM S A M, TS =0 I
S 7IEF et 7| & Sof BloTE M& &5 LICE
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4. BioPassport Ecosystem

@ BioPassport

4-1. Token Econmy

4.1.2 Using BIOT

BIOT 22 2% MES WS [ ABELICH ALBHE OIS 0| AL}
HHO|QAZLE WS Sof AT MHAZ NEfelD, 0|2 BIOT E202 X2 4

AAI:ILIEI-
GlO|E{ 2 BOjStAHLE Ot A0S BIOT E22 AFRE 4 UL LICH AFSRH:
7HQl GOIE{S BOStA L Bte HO[ES TOHY I, s 7ajofl BIOT £E22

"t

AMEoH0 2axrdE wEolil EdE BE = UFLILL

7| EE 1= AHE 2 F0i5t= 40| = BIOT E20| AL E LT AL A=
7| EE HIO| QI AL E X L{Of A FLOjSt, BIOT EEE AFESIY 52
gt e = ASLCL

Eoh MgeE oz, 018 HE L= S2HYUME FOi5tAHL o 2st= 820 = BIOT
EZ2S 28Y 7 A2 ArEXt= OUIEY 0| ALt HIO|QIfAXE WS S 3 F
NE Xl AEO|LE MHIAZE BIOT EECZ ZAXst ok = ASLICE

O[2} 0| BIOT EE2 LIt 2=t Aol M AFEEH, OS2 0] 224
O O]
AN

HIO[RWAZE ¥a Sof

rk
of
=
El
o
=
I
Olg
ol
ol
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5. Token Distribution
@ BioPassport

E 32 YA BIOT (BioPassport Token)
T LA 8,800,000,000 BIOT

==H 2 H ER3: Ethereum

EZ 5 5F:ERC-20

@ TEAM&ADVISOR 15%
@ DEVELOPMENT 25%
@ MARKETING 20 %
@ ECOSYSTEM 15%
@ OPERATION 20%

PRIVATE SALE 3%

BOUNTY 2%
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6. Roadmap

202

Q4

202

Q1-Q2

202

Q3-Q4

202

Q1-Q2

202

Q3.Q4

o1{02

Q4

BioPassport Android 3
i0S W& HEF AMH|X

M, o, APA 5 B2B AY A
BioPassport A{H| A 9| H|E} ZA|

I AHTE MH|A BUBHY/AT HE W)
AN 22U FE|E 7|, Ok

AN Z 2L} BT E
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